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Financial Technologies - FinTech

1 FinTech - Application of technology to improve financial services
money transfers, loans, raising money for businesses, or
managing investments

1 Given therise in digital transactions and the subsequent rise in

related cyber crimes
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FinTech - Examples

1 Mobile payment apps
1 Peer to peer lending
P2P lending websites connect borrowers directly to investors
1 Cryptocurrencies using Blockchain
virtual currency secured by cryptography with decentralized
networks based on blockchain technology
1 Crowdfunding
by start-up companies and by individuals in emergency

1 InsuTech

priced more competitively, ultra-customized policies ‘



FinTech - Evolution

1960s
Nasdaq — World’s First Digital stock exchange - 1971

First Automatic Teller machine (ATMs) —

The rise of the Internet leads to Digital Banking Platforms — 1996
PayPal — the first online Payment System — 1998

Bitcoin (Cryptocurrency) is introduced — 2009

Users could transfer money via mobile phones — 2009

Users could manage money and make transactions on their
smartphones — mobile wallets — 2011

All digital alternatives to traditional banking — 2013

Platforms that connect apps with users’ bank accounts - 2013

Advances in Al & RPA enable greater efficiencies in banking - Ongoing ‘



Contemporary Banking

Mobile Banking

: UPI
Internet Banking Unified Payments
Interface
Mobile Wallets BANK Credit Cards
PoS
Point of Sale ATM
LoD Debit Card

” Unstructured
99# Supplementary

Service Data AEPS .
Aadhaar Enabled Bank Prepaid cards
Payment System



Financial Cyber Crimes

Phishing, SIM Swap
Keylogger
Credential Stuffing

Card Skimming,
Hidden Cameras,
No cash fraud

Support Team
Fraud

Vishing
Smishing

Call merging fraud
KYC Frauds
QR-code Frauds

Fingerprint cloning
fraud

Dumpster
Diving Fraud,
Spear Phishing,
Identity Theft,
Electronic
Pickpocketing,

Card Skimming
Data breaches

Fake Mobile Apps,
SIM Cloning,
Unverified Links,
Remote screen
Monitoring,
Impersonating
Genuine Sellers




Modus Operandi of Cyber Frauds

- Digital Loan/Lending Apps
7 Investment Apps
- Earning Websites/Apps

1 Gaming Frauds



Digital Loan/Lending Apps

Lending/Loan apps Easy registration - Digital lenders
promoted via social just Aadhaar card, provide easy loans
media platforms, PAN card and contact with very less due
websites, etc. details of two friends diligence

)

On late/no repayment - ] Very high interest

>
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Threatening messages, rate is applied to the
shaming and capitol loaned to
blackmailing citizens

= Also known as Digital Loan Sharks



Some Examples

Dear Reference,

We tried contacting vivek vivek r was
no response. As concerned person
has given your number and name as
Emergency contact. Kindly Inform
him to repay the amount Rs 4305.20.
If not we will Take action against your
friend.

This Persons is using you number
and doing illegal activities kindly
delete your number from his phone
If you have any kind of questions call
to I

Note: Kindly read this properly
Thanks and Regards,

Legal Advocate

GetRupee Loan Department

Policy of Amazon Merchant Center

Terms and Conditions

About us

‘ +91 FIS BN -

online

Loki Loan

. K -
Good morning**, U have taken loan
from Loki loan app and today is ur
due date.

so kindly do ur payment as soon as
possible and enjoy ur benifit and....... |

need to update...so plz don't missie>

Loki loan application link



Investment Apps

Victims are
approached via
social media

Victims invest
money, good
returns shown in
their wallets

Lucrative returns
offered to earn
money

Victims try to
withdraw money
from closed
wallets

Fraudulent
investment app
installed by victim

Victims are
blocked and
money is
defrauded

_



Some Examples
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# Messapes and calls are end-to-end encrypted. No one outside of
this chat, not even WhatsApp, can read or li to them. Tap to leam

2., +62 831-82
<- “ online
need
know my purpose of chatting you

’

"

This is my 5|ster,-beaullful and
generous, she is going to travel to India
next month, she wants to meet a positive,
sunny and kind Indian man as a friend
and take her to visit India

But | don't know more other Indians, | had
to add some random mobile numbers in
Whatsapp, hope fate arranges a suitable
one

If you are willing to meet one more
friend, you can add her Whatsapp




Earning Websites/Apps

BV

-

WhatsApp & Telegram communication is initiated. Display
picture are typically females.
ra t

Referral Code and Website Link is shared through which
victim opens account

Victims are approached via Search Engine Ads or Social
Media Platforms Ads

Username has to be confirmed to activate account. Then
User is asked to load money inside the account.

Payment is done using Merchant Accounts (Nodal accounts/ escrow
accounts are also used ) and Direct UPI Transfer to accounts



Some Examples

them. Tap to learn more

Hello i want to know about this job

are Market i Tk Bike insurance ft Sticke edic Ti ke Loan Ad Hello, nice to meet you! | am Claire the
customer assistant of the Amazon Merchant

il el bl ; English ~ * platform. | recommend to you this platform
. that is easy to make money. It's easy to earn
= i Top-up + rupees every day! Do you want
EAU‘(‘;N 2 | ) : to give it a try?
un
N = p )
iz Yes

rvesh De rvesh Devic Sarvesh Devely potal(RS) LyAARSRe) First Step register an account of your own.

100 - Simply copy the link to the web page and

Expand fill up the details needed. After successful
registration, please provide a screenshot of
your account

interest increment claimable Invitation code: nzsy

o) o o

HoMe Lo abviser




Some Examples

home.task4.in &) Q

recharge APP has now become the leader in the Indian
market.
We have created many miracles:
1. Members have earned 1.35 million rupees in the
ICIC BANK first three months;
2. More than 2,000 members have monthly income
of more than 500,000 rupees;
3. More than 5,000 members have monthly income
Account = of more than 100,000 rupees.
number JEERRE Let's work together to change our status quo and
create more wealth together

bank of name

LOVE LIKES Name AMICA OVERSEAS

IFSC ICIC0000335
5 e 20 e s ey oy

Order number 20201206142950360149757 _g Luxury VIP — A

b Fam 182550 @ in a pear
Can do 125 single tasks every day
Earn 1625 ¥ inaday
° O Earn 48,750 ¥ ina month
Earn 585,000 ¥ in a year

money 20,000

V¥ Remember Me?
Submit

ity for
If you

Login

Haven't a account? Register




Some Examples

earn online
All Images Books Videos Maps Sh
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Ad - https://www.abstractg0.xyz/

best work fromm home jobs - how to get
money fast - freelance online jobs

A mobile phone can make money. Making money online has
become a new thing. He can make more than 520,000 Rs per
month with his mobile phone.

Ad - https://www.makemo11.xyz/

earn money online - online jobs work from
home

Facebook Founder Mark Zuckerberg Said that Working from
Home Is a Dream for Many People. He made 50,000 Rs in 3
days, the most popular way to make money in 2021!

Ad - https://www.news5p.xyz/

work from home jobs - online work at
home

Be your own boss in 2021. Say goodbye to your boss, you

earn online

All News Images Books

Q_  sifeirss &g G

Ad - https://www.news7q.xyz/

online work at home - easy way to make
money - news7q.xyz

Making money online is quick and easy, and anyone can
participate in learning for free. He can make more than
520,000 Rs per month with his mobile phone.

People also search for X

Q how to earn money O\ how to make money
online in india online for beginners

how to earn money online O online earning

~ inindia for students ™ websites

Ad - https://www.gripinvest.in/

Invest with Grip - Earn Monthly Fixed
Rentals



Gaming frauds

Open Source Apps Repackaged

Directing gamers to third-party websites

Chargebacks and Returns

Targeting gamers’ IP addresses (Mining, Backdoor, MITM)
Phishing

Fake mobile versions of popular online games

Targeting children



Red Flags

Poorly created No information of Registration details No complete work
website and App, the founder, not found, details,
Lots of bad reviews No official contact No Proper contact Hundreds of
online, details, details, Complain onlineg,
All certificates and No active social Follow Earning App
proofs shown in media handles and  offer very lucrative

app is fake, many more, plan.



Some Examples
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| apkproz.com; app > faug ~ |
FAUG Pre Register 1.0 beta APK Download for Android ... _ ——
Winning Numbers 05/01/2020

And United Guards App and old versions

I appszx.com » faug-game-download « l
FAUG Game Download Apk for Android: FAU-G Game ...
You can download FAUG game APK from our website. FAUG game belongs to India and it is

u can download it ..

very fun. So if you have not downloaded it yet, yo




Financial Cyber Fraud Awareness

1 Cybercrime Reporting — NCRP - https://cybercrime.gov.in/
-~ RBIKehta Hai - https://rbikehtahai.rbi.org.in/index.html
-+ Cashless India - https://cashlessindia.gov.in/index.ntml

7 Information Security Education and Awareness - https://isea.gov.in/

Online Financial Frauds 11930 (1 www.cybercrime.gov.in ] File a grievance at Bank ‘



Cyberdost

14C has launched its social media handle ‘CyberDost’ on various

platforms for Cyber Jagrookta (Awareness) of citizens.
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CyberDost CyberDosti4c CyberDostidc CyberDost CyberDosti4c CyberDosti4c CyberDostidc CyberDosti4c
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